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1	Decision/action requested
The revision of the modificaation policy is kindly asked to be approved by SA3.
2	Reference
[1]			S3-181937, “Application layer security on the N32 interface”
3	Rationale
 
The draft CR S3-181937 has defined the modification policy that indicates which IEs can be modified by an IPX provider of the sending SEPP. It specifies that the modification policy is negotiated between two SEPPs during the initial handshake before the connection between SEPPs in the application layer is established.  There exists possibility that two SEPPs can not reach an agreement after negotiating the modification policy.  So the modification policy shall be notified to the roaming partner’s SEPP, rather than it is negotiated between two SEPPs. Actually, once a modification policy is agreed between the IPX provider and MNOs, it will be kept unchanged for a long time. As a result, the alternative approach is that the modification policy can be manually pre-provisioned in two SEEPs as well as related IPXs before initializing N32 interface.  
 

· Revisons
Based on the above discussions, we can make the following revisions to S3-181937:
· Change “ modification protection police” to “modifcation policy” in section 13.2.1
· Revise the  step 5 of section 13.2.2.2, which is used for the negotiation of protection policy
· Add a Note in section 13.2.2.2.
· Remove section 13.2.2.5
· Emphasize that manually configured protection policy includes encyption policy and modfication policy
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**** Begin of  changes ****
**** Changes based on S3-181937 ****
 
13.2	Application layer security on the N32 interface 
Editor’s Note: It is FFS how each JSON IE in the message is identified during parsing, and how each of these IEs need to be protected. 
 It is FFS how binary data in the message payload is identified during parsing, and how it is protected.
Details of how sensitive contents in Request-URI are identified and protected is FFS.
Details of how sensitive information in HTTP Headers is identified and protected is FFS.
Details of how the receiving SEPP verifies the message is for FFS. 
It is FFS how the receiving SEPP restores the original message from the received protected message.
Negotiation and agreement on the cipher suites between the two SEPPs is FFS.
Renegotiation of cipher suites between the two SEPPs is FFS
Key management aspects that includes key distribution and key agreement aspects are FFS.
Editor's Note: Solutions in this sub-clause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.  
Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
 13.2.1	General
The internetwork interconnect allows secure communication between service-consuming and a service-providing NFs. Security is enabled by the Security Edge Protection Proxies of both networks, called cSEPP and pSEPP respectively. The SEPPs enforce network policies regarding application layer security. They also ensure integrity and confidentiality protection for those elements on the application layer that are to be protected.
There is the assumption that there are interconnect providers between cSEPP and pSEPP. The interconnect provider the cSEPP's PLMN has a business relationship with is called cIPX, while the interconnect provider the pSEPP's PLMN has a business relationship with is called pIPX. There could be further interconnect providers in between cIPX and pIPX, but they are assumed to be transparent and simply forward the communication.
pIPX and cIPX can offer services that require modifications of the messages transported over the interconnect interface. These modifications are appended to the message and reflect the desired changes. 

13.2.2	Initial handshake between SEPPs
Editor’s Note: Section 13.5 currently specifies the procedure for security capability negotiation between SEPPs. It needs to be merged under the initial handshake procedure.
13.2.2.1	General
The initial handshake allows the SEPPs to mutually authenticate each other and negotiate the security mechanism to use over N32 along with associated security configuration parameters. 
The two SEPPs mutually authenticate each other based on client and server certificates using TLS [40]. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. A secure connection is established between the two SEPPs which provides confidentiality protection, integrity protection and replay protection of all traffic exchanged between the SEPPs.
The two SEPPs perform security capability negotiation to determine the security mechanism to use for protecting NF service related signalling over the N32 interface.
If the selected N32 protection mechanism is to use Application Layer Security at the HTTP layer, the two SEPPs:
-	independently export keying material associated with the established TLS session between them, and use it as the pre-shared key for generating the shared session key required. This is based on RFC 5705 [xx] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of [yy] is used.
-	exchange security related configuration parameters that are needed by the SEPPs to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks.
The following security related configuration parameters may be exchanged between the two SEPPs:
[bookmark: _GoBack]a. Modification protection policy – Modification protection policy, as specified in clause 13.2.3.4, indicates which IEs can be modified by an IPX provider of the sending SEPP.
b. Cipher suites for confidentiality and integrity protection when Application layer security is used to protect HTTP messages between them.
Editor’s Note: Whether supported confidentiality protection and integrity protection methods need to be negotiated is FFS.
13.2.2.2	Procedure
1. The two SEPPs mutually authenticate each other and set up a secure TLS connection between them.
2. The two SEPPs perform a security capability negotiation to agree on a security mechanism to use for protecting NF service related signalling over N32:
2a. The SEPP which initiated the TLS connection sends a Capability Negotiation Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32. 
2b.	The responding SEPP compares the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP.
2c. The responding SEPP sends a Capability Negotiation Response message to the initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32.
3. If the selected security mechanism is based on a mechanism other than the application layer security at the HTTP layer, the two SEPPs skip steps 4 to 6 and proceed to step 7.
4. The two SEPPs perform a cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32.
4a. The SEPP which initiated the TLS connection sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites are ordered in initiating SEPP’s priority order.
4b. The responding SEPP compares the received cipher suites to its own supported cipher suites and selects, based on its local policy, a suite, which is supported by both initiating SEPP and responding SEPP.
4c. The responding SEPP sends a Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service related signalling over N32.
5. The two SEPPs may exchange modificationperform negotiation of protection policies to use for protecting NF service related signalling over N32:
5a. The SEPP, which initiated the TLS connection, sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s modificationprotection policies listed in clause 13.2.3. 
5b. The responding SEPP shall store the Modification protection policy information if sent by the initiating SEPP. 
5c. The responding SEPP sends a Parameter Negotiation Response message to the initiating SEPP with the selected values for the parameters sent in step 5a and the responding SEPP’s modification policy.
5d. The initiating SEPP shall store the modification protection policy information if sent by the responding SEPP, 
6. The two SEPPs export keying material from the TLS session established between them and use it as the pre-shared key for generating the session key required for protecting HTTP messages.
7. The two SEPPs terminate the TLS session.
Editor’s Note: The exact message names are FFS.


13.2.2.3	Security capability negotiation between SEPPs 
Editor's Note: 13.5 needs to be removed as well

13.2.2.4	Parameter negotiation for JOSE-based mechanism
13.2.2.5	Policy exchange
13.2.3	Protection Policies 
13.2.3.1	Overview of Protection Policies
The protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifiable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.
There are two protection policies, namely: 
-	Data-type encryption policy that specifies which data types need to be confidentiality protected; 
-	A modification policy that specifies which IEs are modifiable by intermediaries
In addition, there is a mapping between the data-types in the data-type encryption policy and the IEs in NF API descriptions which is given in a NF-API data-type placement mapping.
13.2.3.2	Data-type encryption policy
The SEPP shall contain an operator controlled protection policy that specifies which types of data shall be encrypted. The data-types defined at this moment are the following:
-	Data of the type 'SUPI'
-	Data of the type 'location data'
-	Data of the type 'key material'
-	Data of the type 'authorization token'
-	Data of the type 'other data requiring encryption'
Editor's Note: The details of the list of data-types are ffs.
This policy shall be on a per roaming partner basis.
The policy shall contain an identifier that identifies the policy.
13.2.3.3	NF API data-type placement mapping
Each NF API data-type placement mapping shall contain the following:
-	Which IEs contain data of the type 'IMSI' or type 'NAI'
-	Which IEs contain data of the type 'location data'
-	Which IEs contain data of the type 'key material'
-	Which IEs contain data of the type 'other data requiring encryption'
-	Which IEs contain data of the type 'authorization token'
Where the location of the IEs refers to the location of the IEs after the SEPP has rewritten the message for transmission over N32.
An NF API data-type placement mapping shall furthermore contain data that identifies the NF API, namely
-	The name of the NF
-	The version
-	An identifier
NOTE: 	Larger networks can contain multiple NFs with the same API, e.g. three AMFs. The NF API policy applies to all NFs with the same API.
The NF API data-type placement mapping resides in the SEPP.
13.2.3.4	Modification policy
The modification policy shall specify which IEs can be modified by an IPX provider of the sending SEPP. The IEs refer to the IEs after the SEPP has rewritten the policy.
This policy shall be specific per roaming partner and per IPX provider that is used for the specific roaming partner.
This policy resides at the SEPP.
13.2.3.5	Provisioning of the policies in the SEPP
The SEPP shall contain an interface that the operator can use to manually configure the protection policies (encryption policies and modification policies) in the SEPP.
The SEPP shall be able to store and process the following policies for outgoing messages:
-	A generic data-type encryption policy;
-	Roaming partner specific encryption policies that will take precedence over a generic data-type encryption policy if present;
-	One NF API Data-type placement mapping;
-	Multiple modification policies, to handle modifications that are specific per IPX provider and modification policies that are specific per IPX provider and roaming partner.
The SEPP shall also be able to store and process the following policies for incoming messages:
-	Roaming partner specific encryption policies;
Editor's Note: the need for roaming partner specific encryption policies for incoming messages is ffs
-	A modification policies per roaming partner that specifies which fields can be modified by which IPX providers.

**** End of  changes ****

